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ABSTRACT

In this article, the ISO/IEC 27001 and ISO 9001 standards are analyzed. Based on the
similarities and differences between the quality management system and the
information security management system, the possibility of their integration is shown,
as well as the advantages of this solution. The advantages and disadvantages of these
management systems, statistics on the number of certificates issued in the world
according to the relevant standards and trends in their distribution are considered in
detail. It is concluded that it is possible and necessary to integrate these control systems.

Keywords:

Standards of ISO, quality management system, information
security management system

Introduction

In the modern world, with the advent of
widespread and convenient technical devices,
the problem of information security has
become quite acute. Along with the release of
quality products or the provision of services to
enterprises, as well as organizations, it is
important to keep the necessary information
secret from competitors to remain in
advantageous positions in the market. In the
competitive struggle, various actions aimed at
obtaining (obtaining, acquiring) confidential
information in a variety of ways, up to direct
industrial espionage using modern technical
intelligence tools, are widespread [1-7]. Thus,
organizations that adhere to the best world
practices, containing requirements, and
guidelines for the implementation of business
process management systems in an
organization, become leaders in the market.
The best standards for the development,
implementation, monitoring and improvement
of such systems are the documents of the

International Organization for Standardization
(ISO). Particular attention should be paid to the
standards of the ISO 900x and ISO 2700x
series, which contain best practices for the
implementation of a quality management
system and an information security
management system [8-11].

The quality management system implemented
following the requirements of the ISO 9001
standard has long been recognized as an
integral attribute of a successful company that
produces high-quality products or provides
high-class services. Today, the presence of a
certificate of conformity is both an effective
marketing solution and a mechanism for
controlling production processes. QMS audit is
a developed line of business [12-17].

The dependence of the company's successful
activity on the corporate information
protection system is increasing daily. This is
due to the increase in the volume of vital data
processed in the corporate information system.
Information systems are becoming more
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complex, and the number of vulnerabilities
found in them is also growing. An ISMS audit
allows you to assess the current state of the
security of the functioning of a corporate
information system, assess and predict risks,
and manage their impact on the company's
business processes [18-21].

Quality Management System Standards

ISO 900x is a series of international standards
that describe the requirements for a quality
management system for organizations and
enterprises. The ISO 900x series of standards
was developed by Technical Committee 176
(TC 176) of the International Organization for
Standardization.

The standards are based on the ideas and
provisions of the theory of total quality
management (TQM).

The ISO 900x series of standards addresses
various aspects of quality management and
includes the most well-known standard, ISO
9001. The standards provide guidance and
tools for companies and organizations that
want their products and/or services to
continually meet customer requirements and
continuously improve quality. ISO 9001
specifies the requirements for a quality
management system, while ISO 9000 provides
the basic concepts and vocabulary, while 1SO
9004 focuses on how to make a quality
management system more effective and
efficient. ISO 9011 is a guide for internal and
external audits of quality management systems
[22-26].

ISO 9001 specifies requirements for quality
management systems and is the only standard
against which external certification can be
carried out (although this is not a
requirement). It can be used by any
organization, regardless of the field of activity.
ISO 9001:2008 has been implemented in more
than 170 countries around the world, and the
number of organizations that have
implemented the standard exceeds 1 million.
The basis of the standard is several quality
management principles, including great
attention to customer satisfaction, motivation
and involvement of top management, the
process approach and continuous
improvement. The use of ISO 9001 ensures that

consumers receive consistently good quality
products and services, which in turn brings
many business benefits [27-32]. System health
checks are an important part of the ISO 9001
standard. Organizations should conduct
internal audits to verify the operation of the
quality management system. An organization
may decide to invite an independent
certification body to verify that it does not
conflict with the requirements of the standard.
Alternatively, it may invite its clients to
conduct a quality system audit themselves
(second party audit).

Information Security Management System
Standards

ISO/IEC 2700x is a series of international
standards that includes information security
(IS) standards published jointly by the
International Organization for Standardization
(ISO) and the International Electrotechnical
Commission (IEC). The series contains best
practices and recommendations in the field of
information security for the creation,
development and maintenance of ISMS. The
ISO/IEC 2700x series demonstrates a whole
system of regulatory international documents
that reflect the Western model of information
security management, containing guidelines,
rules, and security measures [33-38]. One of
the most famous and practical standards is
ISO/IEC 27001:2005 "Information technology -
Security techniques and tools - Information
security management systems - Requirements".
The standard defines information security as:
“maintaining the confidentiality, integrity and
availability of information; in addition, other
properties can be included, such as
authenticity, non-repudiation, credibility.”

The standard guides both implementing an
ISMS and obtaining third-party -certification
that security controls exist and function
following the requirements of this standard
[39-41]. The standard describes the ISMS as a
comprehensive management system based on
business risk principles for implementing,
operating, monitoring and maintaining a
security management system.

Similarities between ISO 9001 and 1SO 27001
Both standards are built on the principle of a
"process approach"” in the development,
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implementation and improvement of the
effectiveness of the ISMS. The "process
approach” is understood as a system of
identification and management of the
processes used by the organization, as well as
ensuring their interaction. The main advantage
of this approach is continuous management (at
the intersection of processes, their various
combinations and interactions). One of the
methods for implementing the “process
approach” to management is the classic closed
cycle of management Plan-Do-Check-Act,
known as the “Deming cycle”, “Deming-
Shewhart cycle”, which is laid down again in
the QMS process organization model of the ISO
9001 standard. In addition to the same
“process approach”, the QMS and ISMS
standards correspond to each other, and
moreover, they have a similar structure in
terms of requirements, which is reflected in the
annexe to the ISO 27001 standard. ISO 27001
and ISO 9001 standards have a similar
structure for regulating the quality system and
information system security [42-46]. At the
same time, it can be concluded that the ISO
27001 standard has a wider application.

Integration of management standards

At first glance, quality management and
information security are completely different
areas. However, in practice, they are closely
related and form one whole. Customer
satisfaction, which is the objective goal of
quality, every year increasingly depends on the
availability of information technology and on
data security, which ISO 27001 is used to
maintain. On the other hand, ISO 9001
accurately matches the corporate goals of the
organization, helping security. Thanks to an
integrated approach, ISO 27001 can be
effectively integrated into existing QMS or
implemented in conjunction with a QMS.

More than 27,200 organizations in a wide
variety of industries in more than 100
countries worldwide are certified to ISO 9001
for quality management. Depending on the
market and legal requirements, many
organizations are increasingly forced to deal
with information security. In this regard, the
integration of the control system offers real
opportunities. An integrated approach is just as

interesting for companies that have not used
any management process so far. ISO standards
for quality (ISO 9001), environmental
protection (ISO 14000), information security
(ISO 27001) and IT service management (ISO
20000) have a similar structure and process
approach [47-50]. This provides a synergy that
pays off: in practice, an integrated management
system for ongoing operations saves about 20
to 30 per cent of the total costs for system
optimization, checks and audits.

Information security and quality management
standards are aimed at continuous
improvement following the PDCA model. In
addition, they are similar in their structures, as
shown in the correspondence table in Annex C
of ISO 27001. Both standards define the
concepts of the process approach, scope,
system and documentation requirements, and
administrative responsibility. In both cases, the
structure ends with an internal audit,
management review and system improvement.
In this, both systems interact. For example, ISO
9001 requires the management of non-
conforming products. Similarly, in the ISO
27001 standard, there is a requirement for
incident management to resolve failures [51-
53].

Differences between standards complement
each other usefully, which will decisively
contribute to increased business success. For
example, ISO 9001 requires the definition of
corporate  goals, customer focus, and
measurability to what extent goals and
objectives are met. These three issues are not
the focus of ISO 27001. In turn, this standard
gives priority to risk management for business
continuity and offers detailed assistance in
implementing an ISMS. Compared to this, ISO
9001 is more of a theoretical standard.

Conclusion

In conclusion, it should be noted that in
modern business, the integrality of the basic
quality management system, built in
accordance with the requirements of the ISO
9001 standard, and the emerging information
security management system is obvious. Today,
the market leader will be companies that track
not only the quality of products and services
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but also the levels of confidentiality, integrity
and availability of information about them.
Also, an important success factor is forecasting
and risk assessment, which requires a
competent approach and the use of the best
international practices.

References

1. Xabibulloogli, E. A., & Abdukarimovna, M. U.
(2021). Assessment of metrological
reliability of measurements using the
method of producing functions. Academicia:
An International Multidisciplinary Research
Journal, 11(8), 520-528.

2. Rustamov, U. S., Alixonov, E. J., Erkaboyev,
A. X, Isroilova, S. X, & Boymirzayev, A. R.
(2021). Farg'ona viloyati aholisini elektr
energiyasi tanqisligini bartaraf etishda
Mikro-GESlardan foydalanish. Oriental
renaissance: Innovative, educational, natural
and social sciences, 1(10), 603-610.

3. Masharipov, S. H., Mamatkulov, M. N, &
Erkaboyev, A. X. (2020). Metrological
Accuracy and Estimation of Extended
Uncertainty of Pressure Gauge in Real
Conditions of Explaution International
journal of advanced research in
science. Engineering and technology
(IJARSET), 7(5), 13801-5.

4. IlaumapgonoBuy, K. X. (2020). Curum
3JIEKTPOJJIA I0OH Ba JIOH MaxCyJIOTJIapUHHU
HAMJIMTUHUA ~ yJ4Yam  Y3rapTKUYHMHUHT
YMYMHUM ya4all XaTOJMUTMHU XUCO6Jsall
ycyau. Science and Education, 1(6), 74-79.

5. Mihoilovich, E. K, & Xabibulloogli, E. A.
(2021). Selection of methods of acceptance
inspection in production. Academicia: An
International  Multidisciplinary  Research
Journal, 11(10), 1350-1355.

6. Erkaboyev, A. X. O. G. L., & Isroilova, N. F. Q.
(2022). ozig-ovqat mahsulotlarini ishlab
chigarishda iste’'molchilar  xavfsizligini
ta’minlash. Oriental renaissance: Innovative,
educational, natural and social
sciences, 2(3), 1066-1072.

7. Jprawos, K. M., & 3pkaboes, A. X. (2021).

Yayaw BOCHUTAJIADUHUHT KUEcs1all
HyKTaJlapy >KOWJallyBU Ba COHU. HayuyHo-
Texnuueckuli HCYpHAN ®epzaHcKozo

IlonumexHuveckozo
182-184.

8. Rustamov, U. S, Isroilova, S. X, &
Abdumalikova, Z. I. (2022). Mikro-GES va
fotoelektrik quyosh elektr stansiyasiga
asoslangan  kombinirlashgan  (aralash)
avtonom energiya manbalarining
kompyuter modeli. Oriental renaissance:
Innovative, educational, natural and social
sciences, 2(3), 710-719.

9. Jprames, C. &. PycramoB, VY. C,
Abaypaxmonos, C. M., & Kyagamos, 0. X.
(2020). ABTOMaTH3MpOBaHHas CUCTeMa
yopaB/JeHUs BOJHBIMM pecypcaMHd Ha

HHcmumyma, 25(5),

OCHOBe 3JIEMEHTOB KOMIIBIOTEpPHOM
aBTOMAaTHUKH.

10. Pyctamos, Y. C. (2019). Mukpo-I'9C pasa
VH/JWBU/yaJbHBIX noTpebuTesei.

Espas3utickuli Coro3 Yuenoix, (11-4 (68)), 28-
31.
11.PycramoB, ¥. C. (2021). Onpepenenue

MOIIJHOCTH Mukpo-I'3C B
3JIEKTPOCHAOXXeHUHU HaceJIeHUf c
IOMOLbIO MUKpPOIPOLLECCOPHOTO
yCTPOUCTBA hi0C onpezeseHus
3HeprosaTrpar BOJIBI %4 pacxona

BoAibl. Universum: mexHuvyeckue Hayku, (12-
6 (93)), 32-36.

12. Mamacagukos, 10, & AnuxonoB, 3.K.
(2022). OnTO3/1€KTPOHHOE YCTPOMCTBO [JIs1
KOHTPOJIA JIMHEUHOU IJIOTHOCTH
XJIONKOBBIX  JiIeHT. HayuHo-TexHuueckuii
acypHan DPepzarckozo [losaumexHu4ecko2o
HHcmumyma, 26(2), 76-80.

13. Ergashev, S. F., Abdurakhmonov, S. M,
Rustamov, U. S,, Yo’ldashev, K. T., & Aliev, I.
[. (2022). Calculation of the Efficiency of the
Degree of Roundness of the Blades of the"
Water Wheel" for a Micro-Hydroelectric
Power Station. Journal of Optoelectronics
Laser, 41(6), 900-907.

14. Ergashov, Q. M. (2022). Sinov
samaradorligini  oshirishda ishonchlilik
ko‘rsatkichlarini o‘rni. HayuHno-TexHuueckuii
scypHan PepzaHckozo [loaumexHuyeckozo
Hucmumyma, 24(6), 182-183.

15.9pramos, K. M. (2022). IlpuMeHeHuUe
TEOPUM  BEPOSATHOCTU K  BOIpoOcaM
KOHTpoJisl KauyecTBa. HayuHo-TexHuueckuil

Eurasian Research Bulletin

www.geniusjournals.org

Page |21


https://geniusjournals.org/index.php/erb/index

Volume 12|September, 2022

ISSN: 2795-7365

acypHan PepzaHckozo I[loaumexHuveckozo
HHcmumyma, 24(6), 168-170.

16. Nurmamat, U, & Kaxramon, E. (2021).
Influence of the probabilistic nature of the
change in the measured quantity on the
measurement error. Universum:
mexHuyeckue Hayku, (12-7 (93)), 20-23.

17. AnuxonoB, 2.K. (2022). OnpepeneHue
JIMHEMHOW TJIOTHOCTH XJIONIKOBBIX JIEHT.
HayuHo-TexHuueckull sxcypHan PepaaHckozo
[lonumexHu4eckozo HHcmumyma, 26(3),
222-224.

18. HynaameB, X. T, prawues, K. M., AT1X0HOB,
3. K., Ubpoxumos, K. M., & Pycramos, V. C.
(2021). UccnenoBanue IIPOLIeCCOB
TOKOBOTO yCUJIEHUS B cucreme
NOJIyIPOBOJHUK-Ta30pa3psHbIN
npomexyTok. Oriental renaissance:
Innovative, educational, natural and social
sciences, 1(10), 114-123.

19.9pramos, K. M. (2021). VYaydumeHue

MU3MePUTEJbHbIX napamMeTpoB
JIBYXBOJIHOBOT'O OMTO3JIEKTPOHHOTO
ycTpoicTBa. Universum: mexHu4ecKue

Hayku, (11-2 (92)), 49-52.

20.Yuldashev, K. T., Ergashev, Q. M,
Ibrokhimov, J. M., & Madmarova, U. A.
(2019). EJ Alikhanov The study of Stability
Combustion of the Gas Discharge in Sub-
micron Gas-filled Cell with Semiconductor
Electrode. International Journal of Advanced
Research in Science, Engineering and
Technology, 6(11),11907-11911.

21.Yuldashev, K. T. (2020). Research
photoelectric and photographic
characteristics of the converter of the image
of the ionization type. Scientific Bulletin of
Namangan State University, 2(10), 16-22.

22.Yuldashev, K. T. Akhmedov, S. S. &
Ibrohimov, J. M. (2020). Damping cell from
gallium arsenide with plasma contacts in an
extreme gas discharge cell. Journal of
Tashkent Institute of Railway
Engineers, 16(1), 36-41.

23. Anuxonos, 3.2K. (2021). OnToa/iIeKTpOHHOE
YCTPOMCTBO Jis aBTOMAaTHY€CKOT0
KOHTPOJIA JIMHENHOH IJIOTHOCTH
XJIONIKOBBIE JIeHThl. HayuyHo-TexHuueckull
acypHan Depzarckozo [losumexHuyeckozo
HHcmumyma, 24(2), 151-154.

24. I7ImeaLueB, X. T., HU6poxumos, XK. M., &
Axmepos, . C. (2020). HccnemoBaHue
KUHETUKH (OpMHUpPOBaHUS H300paKeHHUs
Ha TIJIEHKaX BUCMyTa TMpU [JIEWCTBUHU
ra3zoBoro paspsija. BBK 57, 302.

25. Maxammadovich, 1. J. (2022). Use of solar
modules for energy supply residential
buildings. Gospodarka i Innowacje., 23, 479-
482.

26. Maxammadovich, 1. ]. (2022). Design
Features of Photoelectric Asymmetric
Concentrators. Central asian journal of
theoretical & Applied sciences, 3(5), 384-
388.

27.Ibrokhimov, J. M., & Madmarova, U. A.
(2020). Process automatic control system
on the basis intellectualop to electronic the
sensor control. Academicia: An International
Multidisciplinary Research Journal, 10(11),
1318-1322.

28.0bidov, J. G., & Ibrohimov, J. M. (2021).
Application and research of energy-saving
lighting devices in engineering
networks. Academicia: ~An  International
Multidisciplinary Research Journal, 11(4),
1370-1375.

29. Xakimov, D. V., Isroilova, S. X., Alikhanov, E.
J., Zayliddinov, T. A., & Ergasheva, G. E.
(2020). Product Quality Control at
Engineering Enterprises. International
Journal of Advanced Research in Science,
Engineering and Technology, 7(2), 12843-
12848.

30. Turgunov, B. M., & Muminov, N. S. (2019).
Principles of assessment and management
of quality systems in  industrial
enterprises. TouHas Hayka, (44), 5-14.

31.Isroilova, S. X. (2021). Proper organization
of the quality management system is the
basis of competitiveness. Innovative
Technologica: Methodical Research
Journal, 2(12), 89-99.

32.]Jarqginboyev, S. (2022). “FMEA” usulini oziq-
ovgat maxsulotlari xavfsizligi menejment
tizimlarida qo‘llash. Science and
innovation, 1(A4), 103-1009.

33.Isroilova, S. X. (2022). The organization
develops a standard in  quality
management. International ~ Journal  of
Advance Scientific Research, 2(06), 62-72.

Eurasian Research Bulletin

www.geniusjournals.org

Page | 22


https://geniusjournals.org/index.php/erb/index

Volume 12|September, 2022

ISSN: 2795-7365

34.0bidov, ]. G., & Alixonov, E. ]J. (2021).
Organization of the education process
based on a credit system, advantages and
prospects. Academicia: An International
Multidisciplinary Research Journal, 11(4),
1149-1155.

35.0bidov, J. G. O. (2020). About safety
technique and issues of supplying
electricity of the textile
industry. ACADEMICIA: An International
Multidisciplinary Research Journal, 10(9),
123-127.

36.Jamshidbek, 0. (2022). Effectiveness of
improving students'knowledge about the
basics of the concept of technological
determinism. Conferencea, 348-354.

37.Jamshidbek G‘ayratjon o‘g, 0. (2022).
Bolg'usi muhandislarni malakali yetuk
kadrlar qilib tayyorlashda texnologik
determinizm konsepsiyasi asoslariga doir
bilimlarni takomillashtirishning
o‘rni. Innovation in the modern education
system, 2(19), 287-290.

38.KacumaxyHoBa, A. M., HaiimaH6aes, P., &
Toxupos, M. K. (2020). OnTo3/1eKTPOHHBIN
M3MepuTeb OO0JbIIUX TOKOB. Universum:
mexHuveckue Hayku, (6-1 (75)), 63-65.

39. HaitmaH6o0eB, P., Toxipos, M., & Cob6ipos, M.

(2019). OnToeseKTPOHHI  peryJasTopu
niJACUJIeHHSA Ha adpH-niBkax. A0r0Z.
OHAaliH.

40.3prames, C. ®. ToxupoB, M. K, &
OwmwenkoBa, 3. A. (2021). Bribop

3JIEKTPUYECKUX U MeXaHUYEeCKHX
KOMIIOHEHTOB  JiJii  6e3  CEHCOPHOro
Tpekepa COJIHEYHOU

napaboJIoLUJINHAPUYECKOU
yCTaHOBKHU. Universum: mexHuyeckue HayKu,
(12-6 (93)), 71-77.

41. Anuxonos, 3. K. (2021). OnpeneneHue
JIMHEMHOW TMJIOTHOCTH XJIONKOBbIE JIEHTbI
doToasiekTpuyeckuM MeToAoM. Universum:
mexHu4eckue Hayku, (11-2 (92)), 35-38.

42.ToxupoB, M. K., & KacumaxyHoBa, A. M.
(2019). CBeTOBOM [O3UMETP C L BETOBBIM
conpoTuBJeHUeM. [Ipobaembl cospemeHHOU
HayKku u obpasoeaHusi, (11-2 (144)), 7-9.

43.Bboiimupsaes, A. P. (2019). OcobeHHOCTH
CBeYeHHUs paspsja B MOJyHPOBOJAHHUKOBOM
razopaspsifjHoM npeobpasoBatesne UK-

u3obpakeHus. Egpasutickull cow3 yveHblx,
(10-5), 19-20.

44.Toxuboe, A. K. & boiimMupsaes, A. P.
(2020). HccnepmoBaHMe UCIOJIb30BaHUSA
3HeprocbeperamwInx MHBEPTOPOB B
KOMOMHUPOBAHHbBIX HMCTOYHHUKAX
3Hepruu. IkoHomuka u coyuym, (12), 230-
235.

45. Boymirzaev, A. R. (2021). Optoelectronic
two-wave gas analyzer. Innovative
Technologica: Methodical Research
Journal, 2(12), 127-132.

46. borimup3aes, A. P., & Mamacoaukosa, V. 10.
(2022). OnTO3/IEKTPOHHOE YCTPOUCTBO A1
6ECKOHTAKTHOr0 KOHTpPOJIA TeMIlepaTyphl
HarpeTbIix 00beKTOB. Central asian journal
of theoretical & Applied sciences, 3(7), 34-
41.

47. Abdumalikova, Z. 1. (2021). Metrological
provision in the production and its
branches. Asian Journal of Multidimensional
Research, 10(10), 1492-1496.

48. Madmarova, U. A., & Abdumalikova, Z. L
(2022). The design of printed board
drawings. American Journal of Applied
Science and Technology, 2(07), 15-22.

49. Abdumalikova, Z. 1. (2021). Manifestation of
Sources of Uncertainty in
Measurements. Central asian journal of
theoretical & Applied sciences, 2(12), 301-
305.

50. Khurshidjon, Y. Abdumalikovna, A. Z,
Muminovna, U. G., & Mirzasharifovna, Q. G.
(2020). The study of photoelectric and

photographic characteristics of
semiconductor photographic system
ionisation type. Academicia: An

International  Multidisciplinary  Research
Journal, 10(5), 72-82.

51. Mamacagukos, 1. (2021). AnuxoHoB IXK
OnTo3/1eKTPOHHOE YCTPOMUCTBO SISl
KOHTPOJISA JIMHEWHOM MJIOTHOCTH
XJIONKOBBIX JIEHT C (YHKUUOHAJIbHOU
pa3BeTKoU. Universum: mexHu4eckue HayKu:
3/1eKMPOH. HAYYH. KHCYypH, 10, 91.

52.Mamacagukos, 10., & AnauxonHos, 2. K.
(2020). ®oTo31eKTpUYECKHE METOAbI JJis
ABTOMATHUYECKOI0 KOHTPOJII JIMHEWHOM
IJIOTHOCTH XJIONIKOBbIE JeHTbl. HT2K
®epllH, 80-85.

Eurasian Research Bulletin

www.geniusjournals.org

Page | 23


https://geniusjournals.org/index.php/erb/index

Volume 12|September, 2022 ISSN: 2795-7365
53.Yusupjon, M. & Jamoldinovich, A. E.

Photoelectric methods for automatic linear

density control cotton tapes. International

Journal For Innovative Engineering and

Management Research, 9(12), 82-87.

Eurasian Research Bulletin www.geniusjournals.org
Page | 24


https://geniusjournals.org/index.php/erb/index

