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I. Introduction 
Wireless networks can capture and 

transmit data from areas that are inaccessible 
to traditional networks for a variety of reasons, 
including those related to the environment and 
military strategy. In order to provide mobile 
users with adaptable and flexible cellular 
networking, wireless networking is becoming 
more and more common among the much 
more stimulating designs for wireless systems 

that can build themselves and organize 
connectivity. One of the most promising 
opportunities for offering wireless access to 
mobile consumers is wireless networking. This 
concept may be used for several wireless 
access technologies, such as wireless personal 
area networks (WPAN), wireless metropolitan 
area networks (WMAN), and wireless local 
area networks (WLAN). The  presented 
research [1] predicts that WMNs will be able to 
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Due to the insecurity of wireless channels, communications are open to a wide variety of 
different sorts of assaults. It is still difficult and important to solve  the problem of 
communications in wireless networks. In this study, current developments It presents 
the requirements and capabilities necessary for encrypting data carried out via 
"wireless networks". "Wireless networks" are now being utilized in a broad variety of 
commercial and military applications to collect data in real-time and dependent on 
occurrences. The nature of network deployment renders them susceptible to a variety of 
security risks. Traditional security techniques are insufficient to ensure the safety of the 
nodes because of the constraints placed on available resources. The study of many 
aspects of network security has led to the development of several preventative 
measures. Throughout this article, we have looked at several security techniques. We 
created and analyzed strong  model for the integration of heterogeneous wireless 
networks by using different security techniques in terms of the overheads associated 
with the packets and compared the amount of time it took to send the packets, the 
average amount of delay, and the amount of energy used. That result shows that the 
transmission outgoings were reduced as compared to other techniques, and this is 
demonstrated by the reduced costs. 
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outperform mobile ad hoc networks, WLANs, 
WPANs, and wireless local area networks 
overall while also overcoming their limitations. 
Wireless networks are more susceptible to 
security risks than wired ones because of the 
computational and power constraints they face. 
The addition of expensive security measures 
presents considerable hurdles in terms of 
compute power, memory limitations, and 
energy consumption when trying to create a 
lightweight security system that can protect 
wireless networks from being attacked. 
Because A hacker can intercept network traffic 
without physically being in the same building 

as the network. Because wireless networks 
communicate by WLAN waves, a hacker from a 
nearby place may simply sniff the network. To 
locate the SSID and breach a wireless network. 
Once a hacker has gained access to your 
system, they can install a keystroke logger to 
record every username and password typed, 
impersonate your email by sending harmful 
links and malware to your contacts, and copy 
network traffic, including card transactions 
including bank account login details. 

As shown bellow in the figure, there are 
following access points and extension in the 
wireless network; 

 
 

Figure 1; showing wireless access points. 
 

II. Wireless Security Overview 
Since WLANs are often implemented as an 

addition to fixed or connected LANs that 
already exist, it is required to increase the 
security of "WLANs" to levels that are closer to 
or something equal to the protection of wired-
up "LANs". This is because WLANs are different 
from their cable counterparts in nature. As a 
general rule, "IEEE" 802.11 may be utilized in 
two modes, referred to as "Ad hoc and 
Infrastructure modes," for two different types 
of network topologies. A wireless local area 
network (WLAN) is the setup of wireless 
stations (STAs) connecting electronically to a 
network access point (AP) that is connected to 
the conventional wired connection in the 
infrastructure architecture. Before a 
connection can be made between an STA and 
an AP, three steps must be finished: (probing, 

authentication, and9association) [2]. The STA 
has two choices at the time of the probe: it can 
actively apply to join an AP or it may passively 
monitor for AP signals and attempt to 
automatically sign up with them. The next 
phase is termed verification, and it is during 
this phase that the AP will confirm the identity 
of the STA by using a variety of authentication 
techniques, some of which will be covered in 
greater detail further on in this publication. 
The STA will request the association with the 
AP after fully verifying itself. If the request is 
approved, the AP will add that STA and the 
wireless devices that are associated with its 
database. An AP can have several STAs 
associated with it, but an STA can only have 
one AP associated with it at a time. The three 
phases of WLANs are illustrated in Figure 1. 
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Figure 2 depicts the three stages that must be traversed by WLAN in order to successfully establish 
connections between access points and STAs. These include questioning, proving one's identity, and 

forming associations. 
The protection of the wired local area 

network (LAN) will ultimately be compromised 
as well if the protection provided by the 
wireless local area network (WLAN) is 
breached in any manner. Wireless local area 
networks (WLANs) raise a number of security 
issues, including the use of "radio frequency 
(RF)" as a data transmission medium and the 
fact that each communication is broadcast to 
every site that is within the WLAN's service 
area. [2], [3]. There0is significant possibility of 
eavesdropping0and man-in-the-
middle9attacks [4] since the8spread of 
airwaves cannot be stopped or confined to a 
single room. In wired networks LANs, the 
situation is different since significant servers 
may be protected in a separate room and data 
flow happens across a cable that can be 
monitored and subject to some level of control. 
As a result, wireless LANs are less secure than 
traditional LANs. Three separate security 
objectives must be kept in mind while dealing 
with utilizing wireless local area networks 
(WLANs): WLAN authentication, data 
transmission secrecy, and data transmission 
integrity [5]. A solution that would enable STAs 
to verify themselves before being permitted 
access to the WLAN must be put in place 
immediately in terms of authentication. High 
degrees of effectiveness, adaptability, and 
reliability is needed for these methods. In order 

to guarantee secrecy throughout the 
information transmission process between 
STAs and AP, extremely sensitive data should 
be covered. 

 
III. Concerns Related To Network Security 

All of the devices that are covered by the 
access point service have access to0any 
information in the form of being transmitted 
either toward or away from the entry point. 
Even while functionality makes it simple to 
connect to a wireless network, it leaves the 
system vulnerable to several security flaws. 
When compared to wired networks, wireless 
networks place a significantly greater emphasis 
on and are required to comply with, stringent 
security measures. This might be explained by 
the fact that the information was sent to the 
communities via a "wireless network." 
Additional safety measures must be taken 
when transferring confidential data through a 
wireless network, such as by financial 
companies, banking systems, military systems, 
information on terrorists, and so forth [6,7].  
Attacks made against wireless networks may 
be divided into two primary categories: passive 
and aggressive, with the distinction between 
the two based on how they disrupt 
communication. Attacks made on wireless 
networks are shown in figure 3. 
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Eavesdropping           Traffic analysis                Masquerade             Reply            Modification            Denial of Service 

 
Fig. 3. The Various Methods of Attacking Wireless Networks 

 
The information that is being 

communicated through the network may be 
obtained via the use of a passive assault, which 
does not disrupt the transmission. whereas an 
active assault disturbs the usual operation of 
the network, which indicates that it may stop 
communication, manipulate information, or 
even manufacture it [8, 9, 10]. 

 
Passive8attacks: Passive0attacks 

eavesdrop or spoof about the0information, and 
The aggressor makes an effort to get 
unauthorized access to the data that is now 
being transferred to steal it. There are two 
distinct types of passive assaults, and they are 
as follows: 

 
❖ Eavesdropping: Is a kind of assault in 

which the perpetrator makes an effort to 
read the contents of an email or a file that is 
in the process of being transmitted. 
 

❖ Traffic analysis: The perpetrator of this 
type of attack is the victim ,  attempts to 
reveal the localization and identification of 
nodes that are related by analyzing the flow 
of traffic. In addition to this, the attacker0is 
able to keep track of the length of the 
messages that are being transmitted as well 
as the frequency with which they are being 
transmitted. These are both significant bits 
of data that can be used to formulate 
educated guesses regarding the nature of 
the information that is being 
communicated. 

Active attacks: these assaults may be 
broken down into the following four 
categories: 

❖ Masquerade|: In this style of attack, 
an1entity pretends to be an0authorised 
entity0in order to get access0to certain 
information0or to achieve further 
permissions. This type of assault has the 
potential to be highly hazardous. 

❖ Reply1: In0this type of0assault, the0data is 
captured without the user's active 
participation, and then it is maliciously 
repeated or0delayed in a manner that is 
dishonest, fraudulent, or dishonest. 
 

❖ Modification: In these kinds of assaults, the 
hacker will try to delay or swap the 
communications. 
 

❖ Denial of Service: This kind of attack 
occurs when an adversary prevents 
authorized preventing users0from 
accessing0particular services0or other 
kinds of "IT0resources" 

 

IV. Developing An Ideal Security System 
Enterprises should methodically prepare and 
implement a coordinated strategy to secure 
their wireless network against loss of data and 
illegal access. While the ultimate security 
solutions depend on the amount of protection 
necessary and available money, there are 
certain essential suggestions and approaches 
to become started. When designing the perfect 
surveillance system, four aspects need to be 
taken into account first and foremost. The 
following are some examples of characteristics 
[7, 9]: 
 
 
 

Passive Attacks Active 

Attack 

Attacks 
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Firewall: 
Using a firewall in a wireless network 
establishes a strong security foundation to 
prevent unauthorized access and provide 
secure network access for your on-site and 
remote staff, business associates, and 
customers. Firewalls are an essential security 
component in all secure networking systems, 
including wired and wireless networks. 
 
Authenticity: Is the process of distinguishing 
authorized users from unauthorized ones. 
Authenticity refers to this process. The 
verification of the identification of each node in 
the network may be used to accomplish this. 
Any two nodes in a wireless network that are 
communicating with each other must first 
check and validate their identities [7]. 
 
Confidentiality: The only people who should 
be able to access the wireless network are the 
ones who have been permitted to do so. 
Unauthorized users should be prevented from 
gaining access to the wireless network and 
from disclosing the information. The sort of 
access that a user has is determined by the 
privileges that they have been granted, such as 
reading only, printing, or knowing whether or 
not the object may be accessed [7]. 
 
Integrity: Is the state of maintaining the 
information's correctness and dependability 
while it is being sent across a wireless network, 
and is referred to as "the integrity." Because of 
this, the information must never be altered 
while it is being stored. Modification 
operations, such as the addition, deletion, or 
replacement of data, may only be carried out 
on transmitted information by users who have 
been specifically granted permission to do so. 
 

Availability: Because of this feature, it can be 
deduced that the wireless network is, in fact, 
accessible to the authorized users who want to 
use it, provided that they make the appropriate 
arrangements. A  denial of service is the 
opposite of an available service, and it has the 
effect of preventing authorized users from 
connecting to a wireless network. Therefore, 
the user will not have a positive experience [7, 
9]. 

 
V .  Assessment Of Components Of Security 
Requirements 

There is no such thing as free security. 
When additional security features are added to 
a network, the network experiences an 
increase in both its overall level of security as 
well as an accompanying increase in the 
amount of communication, processing, and 
administrative overhead. Therefore, in a 
resource-constrained ad hoc network, network 
performance becomes a significant 
consideration. This pertains to aspects of the 
security0solutions such as their0scalability, 
robustness|, and0service0availability, among 
other things. However, the topic of how well 
their solutions perform in terms of network 
performance is typically disregarded. This is 
despite the fact that the focus in many recent 
ideas is placed on how strong the 
cryptographic security of the solutions they 
offer. Network0performance 
and0security0strength are two factors that 
are0equally important, and one of the primary 
obstacles that must be overcome when 
building security for wireless networks is to 
locate a happy medium between the two 
extremes. Figure 3 illustrates the many aspects 
of a wireless network's security that need to be 
addressed in order to fulfil the necessary 
standards. [11] 
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Figure 4. Components0of the0Safety and0Assurance Option2 
 
More sophisticated and subtle hazards will 

continue to be the focus of ongoing research 
efforts. The enemy may, for example, continue 
to destabilise existing network nodes, or they 
could construct their own identity to mimic 
another approved node [12]. In order to 
generate a wormhole [13], two attacker nodes 

must collaborate in order to create a bypass for 
the normal flows between them. in relation to 
"on-demand0ad-hoc "  network systems, It is 
possible for the attackers to target the 
normal0maintenance of the route and then 
advertise that a functioning0link has been 
interrupted [14]

 

 
 

Figure 4 . Illustrates how security solutions for wireless networks should offer comprehensive 
protection that extends throughout the entirety of the protocol stack. 

 
The0fact that they use an open peer-to-

peer architecture is the root cause of their 
primary security flaw. Each mobile node in a 
wireless network has the potential to act as an 
intermediary and relay transmissions of data 
intended for the network's other nodes. This is 
in contrast to wired networks, which have 
dedicated routers. The wireless channel can be 
accessed by both authorized users of the 
network and unauthorized hackers who are 
trying to breach the security of the network. As 
a consequence of this, there is not a distinct 
line of defense present in it from the point of 
view of the design of the security system. The 
line that delineates the internal network from 

the rest of the world on the outside gets 
increasingly unclear. It is not the case clearly 
specified architecture in which even just one 
security0solution may be implemented might 
be installed, so we cannot implement any of 
them. 

 
V I .  Conclusion 

In summary, the most essential 
security needs for the wireless network have 
been looked at and evaluated. When 
attempting to come up with solutions for the 
security issues that the wireless network has, 
these criteria should be used as a general 
notion. This article briefly discusses the 
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security-related features of a variety of 
wireless network types, including cellular 
networks, wireless mesh networks, ad hoc 
networks, sensor networks, WLANs, and 
others. The next step is to create a model for 
the integration of heterogeneous wireless 
networks that clarifies and takes into account 
those security reference points that are 
situated at the boundaries of several 
"networks" of a particular type. Concerns 
regarding open wireless design can be 
resolved, as problems in adopting a model for 
network integration, which provides a 
framework that can be used to address the 
stated concerns. In addition, numerous forms 
of security attacks are outlined, the bulk of 
which affect wireless networks.. 
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