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ABSTRACT

Norsk Hydro, the world's largest aluminum manufacturing giant has recently been a
victim of severe ransomware attack, which forced the business to close its operations
worldwide in 40 countries and switch to manual operations. This cyber-attack caused
severe disruption to business by making its network unavailable to its legitimate users.
This paper critically discuss the origin of the breach, attack severity, attack vector used
and the ways to prevent and mitigate such type of attack in future. The current research
paper was composed through studying the previous case studies and the lessons
learned regarding the ransomware and propose secure controls to ensure security of
sensitive and confidential information of Norsk Hydro company. This paper can be of a
great significance to researchers throughout the globe that are focusing on cyber-threat
and ransomware studies, in particular in the business domain.
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LIntroduction

Norsk Hydro is a Norwegian aluminium and
renewable energy company employing 35,000
people in 40 countries worldwide (Norsk
Hydro ASA, 2019). In March of 2019, this giant
company, headquartered in Norway (Oslo),
was hit by a severe ransomware attack, which
caused system irregularities i.e. Norsk Hydro
suffered from production stoppages in Europe
and the US (Fiveash, 2019). While combatting
this lethal attack, company had to completely
switch to manual operations and shut down the
network throughout the offices. Fiveash (2019)
argues that Norsk Hydro cyber-attack was
done in chase of money, ‘not war’.

The Norsk Hydro company management
advised their employees not to connect to the
network and even not to log on their
computers on Monday, 17 March, 2019. Later
that week, it was evident that the attackers
used LockerGoga ransomware for its mischief.

LockerGoga is a type of ransomware that is
capable of locking the computer files and
demand a payment in return of decrypting
them (Belton, 2019). In fact, researchers claim
that LockerGoga, considered as a ‘nasty’ and
new breed of ransomware family, which has
been increasingly targeting number of
industrial firms of different sizes around the
globe since the beginning of 2019 year
(Greenberg, 2019). The same source states
that Ransomware brings not just a mere
damage, but also a ‘crippling disruption’.
According to the Motherboard reports
(Bicchierai, 2019), the same ransomware,
LockerGoga, was able to infect two other
American chemical companies in March, 2019
as well, blocking access to several IT systems
and data related to their manufacturing
operations.

Thus, the aim of this research paper is to
critically analyse the Ransomware malware, in
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particular LockerGoga ransomware, using the
case of 2019 Norsk Hydro cyber-attack.
Furthermore, the report will propose
countermeasures that will help to prevent the
cyber-threats similar to the case of Norsk
Hydro ransomware and will also highlight
attack vectors adopted by the Ransomware
LockerGoga which made it successfully
penetrate and disrupt the industrial
operations. Section II and Section III are the
main body of the document which will be
devoted to critical evaluation of LockerGoga
ransomware and vital countermeasures to
mitigate any future risks respectively. Section
IV concludes the research paper briefing the
key findings established from this research.

I Critical Analysis of Lockergoga
Ransomware And Its Performance

The main aim behind LockerGoga ransomware
is ‘to infect computers and ask for a ransom’
(Adamov et al., 2019). In case of Norsk Hydro
attack, the ransom notice was in a text file
displayed on the staff laptop (see Appendix 1)
and asked the users to transfer money in
bitcoins in order to be able to log on their
systems again. In fact, the recent victims of this
threat show us that ransomware attacks prove
to be costly and reputation crushing forms of
attack (Donnell, 2019). Motherboard
researchers studying LockerGoga ransomware
argue that Lockergoga can be ‘..inefficient at
collecting money, but it's apparently good
enough to slow down multinational companies
in both  Europe and the  United
States’(Bicchierai, 2019) . To fully paralyze
their victims LockerGoga attackers are
targeting mostly multinational companies that
manage their physical business activities with
the help of computer automated processes.
Indeed, LockerGoga is different to the other
known ransomware cyberattacks such as
WannaCry and Petya, since the attackers are
targeting the company networks and matching
encryption according to their geographical
regions. Based on the current research,
although the attacker whereabouts of Norsk
Hydro cyber-attack are still unknown, however
the main motivation behind LockerGoga

ransomware was gaining money (Belton,
20119)

a) Performance Evaluation of LockerGoga
ransomware

The in depth-analysis of the Lockergoga attack
was carried out by TrendMicro Security, Smart
Protection Suites and Worry-Free Business
Security researchers (Trend Micro, 2022).
According to the research done by Trend Micro
following the cyber-attack of Norsk Hydro on
19 March of 2019, it was clear that PsExec tool
was used to drop and execute the ransomware.
In fact, it is the same tool utilized for various
popular ransomware including Sorebrect and
Bad Rabbit. PSExec tool requires an attacker
the credentials, so this leads to the idea that
LockerGoga attackers could have gained the
credentials previously through spear phishing.

Spear phishing is one of the phishing methods
that target particular groups or individuals and
use emails, social media or other ways in order
to obtain personal information or sometimes
lead to network compromise and data loss
(Trend Micro, 2022). The attackers using spear
phishing usually execute reconnaissance
activities before starting the attacks. Trend
Micro researchers report that 90% of all
attacks launched in 2012 were using spear
phishing attack, and this leads to the idea that
in case of LockerGoga, spear phishing attack
was launched to get the credentials before
using PSExec Tool.

Further research on LockerGoga ransomware
shows that the attack did not give the victims
an opportunity to recover their files and ask for
a particular amount of payment (see Appendix
1), the distribution of LockerGoga attack was
targeted by the company competitors, and
intended to disturb company operations.

As shown on Figure 1, there are three main
steps in execution flow of LockerGoga
ransomware, and it uses a ‘master/slave
module’ to encrypt the victim's files (Manuel
and Salvio, 2019). The ‘master’ process is
responsible for searching for files and writing
their paths in the shared memory. While the
‘slave’ process gets the file path through shared
memory and carries out the encryption.
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Figure 1: Execution flow of LockerGoga ransomware (Manuel and Salvio, 2019)

b) Technical Analysis of LockerGoga
ransomware

Based on the research done by Trend Micro,
Threat Intelligence Center and McAfee group,
LockerGoga exhibits considerably unique
technical behaviors that need to be studied
(Appendix 3). The main differences between
the LockerGoga and other ransomware types
such as WannaCry and Ryuk are in the
encryption and its ability of fast enumeration
among the targeted system files (Lopez, 2019).
After being installed, LockerGoga changes the
passwords and thus completely modifies the
user accounts. In most cases with LockerGoga
attack, the users were also logged off their
systems.

Step 1: When first launched, LockerGoga's first
task is to move itself into ‘UserTemp’ directory
using the following command line (Qihu 360
Software, 2022).

cmd.exe /c move /y tgtutrcXXXX.exe % TEMP
%\ tgytutrcYYYY.exe

Step 2: Then, using the command lines, the user
accounts are also relocated in a temporary
folder. The file paths aimed for encryption later
cannot be seen in the command line parameter
used by the attacker.

Step 3: In the next stage, LockerGoga
ransomware encrypts all the files that are
stored in users” servers and work computers. A
registry key below is modified each time when
LockerGoga is able to encrypt a file (Trend
Micro, 2022).

HKEY_CURRENT _USER\SOFTWARE\ Microsoft)\
RestartManager\ Session00{01-20}

LockerGoga encrypts the stored file with the
help of CES mode AES algorithm (Figure 2). Its
first 16 bytes are random numbers. This
encryption method is referred as ‘hybrid
encryption’ in some research papers, and
allows assigning public and private keys for
generated symmetric key in a random manner
(Gupta and Sharma, 2012).
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Figure 2: Hybrid encryption process, Taken from Gupta and Sharma (2012)
Step 4: In the final step, LockerGoga usually leaves a ransom note (README_LOCKED.txt) for the
victims on their desktop. The snapshot 1 shows the list of file extensions marked for encryption.

aLnk db *.1nk',B
align 4

aboc db *.doc",@
align 4

abot db *.dot',B
align 4

abocx db ' _.docx',8
align 4

aboch db '.docb',8
align 4

abotx db ' _.dotx',@
align 4

abDoth db ‘dotb*,8
align 4

aWlkb db *.wkb',B
align 4

axml db ' .xml°,8
align 4

akls db ' .x1ls",8
align 4

aklsx db ' _.xlsx',@
align 4

aslt db *.x1t*',8
align &4

axltx db '.xltx',8
align 4

aXlsh db ' _.xlsb',@
align 4

anlw db " .xlw",8
align 4

aPpt db ".ppt',B
align 4

aPps db *.pps’,B
align &4

aPfot db *.pot*,B
align 4

aPpsx db *.ppsxz’,B
align &4

aPptx db *.pptx*',8
align 4

aPosx db *.posxz’,B
align 4

aPotx db *.potx*',8
align &4

asldx db '.sldx',8
align 4

aPdf db *.pdf*,B
align &4

abb db *.db*,8

asql db *.sql*,8
align 18h

acs db *".cs',8

aTs db " .ts',8

aJds db *.js",8

aPy db *.py*,8

Snapshot 1: LockerGoga code that displays file extensions marked for encryption. Taken from Trend
Micro (2019).

The static analysis carried out by 360 Threat
Intelligence Center after Norsk Hydro attack
reveals that LockerGoga spreads itself among
the Wi-Fi of the infected system and network

adapters. Then, a function (Snapshot 2) is run
via the command line to disconnect the user
from any outside connection.
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Snapshot 2: LockerGoga code that displays how it disables the victim's network adapter. Taken from
Trend Micro (2019).

One of the success points of LockerGoga is that
the ransomware prevents the victims from
booting their systems after being infected even
if it is restarted. This fact leads to another idea
that LockerGoga encrypts Windows Boot

BOOTMGR is missing

manager(BOOTMGR) that is responsible for

booting the operating system as well. The

snapshot 3 displays the message that
LockerGogare victims received when they
attempted to reboot their infected systems.

Press Ctrl+Alt+Del to restart

Snapshot 3: The prompt that LockerGoga victims received while trying to restart the infected systems.
Taken from Trend Micro (2022).

Unfortunately, the specialists were unable to
decrypt the files encrypted by LockerGoga
(Trend Micro, 2022), and this proves the fact
that it is high time that companies should start
strengthening their cyber-security to prevent
LockerGoga ransomware.

III. Countermeasures To Lockergoga

The security analysis of LockerGoga
ransomware in case of Norsk Hydro urges the
researchers to figure out the necessary
countermeasures to prevent this destructive
virus. 360 Total Security suggests the company
to ‘update operating system security patches in

time to prevent virus exploitation’, and scan
computers on a regular basis (Qihu 360
Software, 2022). In this light, it is also
necessary to keep the anti-virus software
running well in the system.

Network Unlimited, Inc. (2022) has recently
published an  article releasing the
countermeasures for most ransomware types
including  WannaCry, @ WannaCrypt and
LockerGoga. One of the first preventative ways
is not opening the email attachments that are
not expected by users. As discussed above, in
case of LockerGoga the attackers used spear
phishing to put their LockerGoga virus on the
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victims® computers (Norsk Hydro employees).
Thus, there is usually high possibility of virus
propagation once the users open the email
attachments. Other countermeasures
mentioned by research team are updating
Microsoft Security Patch, and avoiding
unlicensed or unknown software.
Beaumont and Pulsar (2019) urge all IT
security teams in companies to block or flag the
code that is signed with distrusted certificates
as one necessary step to avoid LockerGoga or
any similar ransomware types. It is also
important to back up the files as often as
possible, since the case of Norsk Hydro attack
shows that the encrypted files by LockerGoga is
never decrypted again.
Any password changes, specifically on servers
should be detected and further analyzed by the
local administrators, and in this light it is also
helpful to detect the excessive usage of
netsch.exe and lofoff.exe files on the system
(Beaumont and Pulsar, 2019).
Center for Internet Security (2019) claims that
companies should have an effective incident
response plan which guides them the steps
during major ransomware events. In case of
Norsk Hydro ransomware attack, the recovery
process was both slow and expensive. Duo
Security (2022) states that the company spent
approximately $ 40 million in a week after the
attack, and still not all company operations are
back to online regime.
Adamov et al (2019) from Northumbria
University analyzed the recommendations to
protect vulnerable network and proposed the
following basic steps as main countermeasures
from ransomware:
o Backups: Storing most sensitive data in
different devices
o Risk estimation: Conducting risk
assessment in an organization
o Staff Trainings: Develop the staff
knowledge on security measures
o Monitor the patch updates
o Monitor  ‘whitelisting’  application:
running only credited applications
o Incident Response Strategy: carefully
planning, and exercising ‘worst-case
scenarios’.

The research article published on Computers &
Electrical Engineering journal by Akbanov et
al.(2019) gives a solution to ransomware
mitigation by ‘detecting suspicious activities
through network traffic monitoring and
blocking infected hosts by adding flow table
entries into OpenFlow switches in real-time'.
These researchers used the case of WannaCry
ransomware, happened on 9 February 2017, to
come up with the mitigation solution.
Accordingly, they built an experimental testbed
consisting of six VMs. The researchers used
Python-based plugins to monitor the network
traffic, IP addresses and TCP ports.
OpenvSwitch  software, which supports,
OpenFlow protocol was used to block a
particular traffic flow when there is any kind of
alert detected during checking process(Figure
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Figure 3: Ransomware detection and
mitigation approach in case of WannaCry
attack (Akbanov et al.,2019)

This feasible approach based on ‘software-
defined networking’ is recommended to be
implemented as a framework for LockerGoga
detection and mitigation as well. As
LockerGoga is a new family threat of
ransomware and the researchers are still
studying this sample, the approach brought by
Akbanov et al. (2019) is believed to be the most
appropriate framework for companies to
implement in addition to other

countermeasures stated above.
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IV. Conclusion

After being attacked by LockerGoga
ransomware, Norsk Hydro, Norwegian
manufacturing giant, shut down several plants
and also switched its plant operating model for
a number of countries such as Norway, Qatar
and Brazil to manual mode, which meant the
employees had to spent at least 4 hours
working on only one transaction (Bicchierai,
cited in Qihu 360 Software, 2022). Following
Norsk Hydro the same LockerGoga could infect
American chemicals companies including
Hexicon and Momentive, also blocking the
computers and encrypting the server files. This
paper was established to analyze LockerGoga
ransomware and propose different methods to
mitigate its risk. It is important to stress that
LockerGoga is already on the top list of 10
biggest malware threats of 2019(Fuks, 2019),
and it is preventable, but difficult to respond
once being infected. Following Microsoft
security practices, making online and offline
data backups, avoiding suspicious attachments
are discussed in this paper and believed to be
most urgent countermeasures for LockerGoga
ransomware. Furthermore, the paper has
analyzed the particular framework helpful for
alleviate the risk of ransomware threats such
as WannaCry and believed to be an appropriate
strategy for LockerGoga attack prevention. Yet,
in addition to the discussed strategies, the role
of security training and awareness from
employees should not be overestimated. The
simple security activities such as closing the
browser when not using, encrypting sensitive
information using appropriate tools and
avoiding vulnerable operating systems such as
Windows XP can prevent the danger of
LockerGoga ransomware.
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Appendix 1: A Ransom note received by LockerGoga victims in Norsk Hydro companies on 19 March,

2019. Adopted from Trend Micro (2019).

Furasian Journal of Media and Communications

www.geniusjournals.org
Page |8



Volume 9| September 2022

ISSN: 2795-7632

Appendix 2: Example of the process flow during execution of LockerGoga ransomware. Adopted from

Qihu 360 Software (2022).
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